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Abstract—This study focuses on anomaly detection and the 

impact of adversarial attacks in microgrids, which are critical 

components of modern power systems. The performance of a 

Multilayer Perceptron (MLP) based anomaly detection model 

was analysed under various operating scenarios and against 

adversarial attacks, specifically the Fast Gradient Sign Method 

(FGSM) and Momentum Iterative Fast Gradient Sign Method 

(MI-FGSM). The performance of the anomaly detection model 

against adversarial attacks was examined under white-box, 

grey-box, and black-box scenarios with different perturbation 

magnitudes. It was evaluated using accuracy, precision, recall, 

and F1-Score metrics. The results demonstrate that white-box 

attacks significantly reduce the model's performance, with MI-

FGSM being more effective than FGSM. Grey-box attacks had 

a lower impact on the model's performance compared to white-

box attacks. On the other hand, black-box attacks had only a 

limited effect. Moreover, an increase in perturbation magnitude 

was found to lead to a significant reduction in the model's 

performance. These findings emphasize the weaknesses of MLP-

based anomaly detection systems in microgrids against 

adversarial perturbations. 
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adversarial machine learning, false data injection, fast gradient 
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I. INTRODUCTION 

Power systems, as one of the critical infrastructures, are 
undergoing transformation due to increasing energy demand, 
the growing awareness of clean energy, and the expanding use 
of information and communication technologies (ICTs) [1]. 
With the integration of ICTs, power systems, like many 
physical systems, have found their place in cyberspace and 
have evolved into cyber-physical systems. This 
transformation has introduced the concept of Cyber-Physical 
Power Systems into our lives. Electricity generation plants 
owned by public or private entities, electricity generation plant 
operators, transmission networks, transmission network 
operators, distribution networks, distribution network 
operators, electricity consumers, and information technology 
providers in the electric energy sector have all established 
their presence in cyberspace [2]. 

Anomaly Detection Systems (ADS) and Intrusion 
Detection Systems (IDS) are utilized to detect both cyber and 
physical attacks targeting power systems. ADS are systems 
designed to identify data and events that disrupt general data 
patterns. In power systems, anomaly detection is employed 
not only for cybersecurity purposes but also for various other 
objectives, such as identifying abnormal grid behaviours, 
overloads, and unusual consumption patterns [3]. On the other 
hand, IDS detects cyberattacks on networks and identifies 
anomalies occurring within them. Intrusion detection is 

achieved by monitoring irregular behaviours and misuse in the 
networks [4].  

Nowadays, machine learning and deep learning methods 
are effectively utilized in anomaly detection systems. Sayge et 
al. [5] utilized an MLP-based false data injection attack 
(FDIA) detection model for the IEEE 14-bus system. They 
evaluated the performance of the FDIA detection model 
against the white-box Limited-memory Broyden-Fletcher-
Goldfarb-Shanno (L-BFGS) and Jacobian-based Saliency 
Map Attack (JSMA). They show that adversarial attacks can 
significantly reduce MLP-based detection performance. Chen 
et al. [6] propose an adversarial sample generation method 
inspired by FGSM. This method is applied to power quality 
assessment data to evaluate the performance of a Feed-
Forward Neural Network (FFNN) against adversarial 
samples. Similarly, it is applied to short-term building load 
forecasting data to evaluate a Recurrent Neural Network 
(RNN) against adversarial samples. The proposed adversarial 
sample generation method has successfully manipulated both 
FFNN and RNN models, leading to a decline in model 
performance and an increase in prediction errors. Tian et al. 
[7] proposed an approach called the Adaptive Normalized 
Attack (ANA), which is inspired by DeepFool and produces 
less perturbation compared to FGSM while inducing a higher 
misclassification rate. ANA was applied to power quality 
assessment data and tested using an FFNN model. In addition, 
adversarial training (AT) was implemented to enhance the 
model's resilience against adversarial attacks, thereby 
significantly improving its robustness. Zhang et al. [8] utilized 
a hybrid model combining convolutional neural networks 
(CNN) and long short-term memory (LSTM) networks for 
power quality disturbance data classification. The study 
demonstrated that the model's performance degraded under 
white-box and black-box FGSM and MI-FGSM adversarial 
attacks. It was shown that white-box attacks were more 
effective than black-box attacks and that FGSM was less 
effective than MI-FGSM. To improve model performance, 
iterative adversarial training (IAT) was proposed. The results 
confirmed that IAT is a more effective defence method than 
AT. 

In this study, an MLP-based anomaly detection model was 
assessed to evaluate the security and reliability of microgrid 
under adversarial attacks. The model was evaluated against 
adversarial attacks, including White-Box and Grey-Box 
FGSM, White-Box and Grey-Box MI-FGSM, and Black-Box 
attacks, with perturbation magnitudes of ϵ=0.05 and ϵ=0.1. 
Experimental findings reveal that the model exhibits 
significant vulnerability to adversarial samples. 
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II. CASE STUDY 

A. Microgrid Model 

The grid model presented in this study is a modified 
version of the IEEE 9-Bus System. The parameters of the 
model are derived from the test system model published by 
Opal-RT Technologies [9]. This model consists of three 
synchronous generators, three transformers, six 
transmission/distribution lines, and three loads. The 
parameters of the grid model are presented in Table 1, Table 
2, and Table 3. 

The microgrid model was simulated in 
MATLAB/Simulink application. Three-phase voltage sources 
are used instead of synchronous generators in the grid model. 
Intelligent Electronic Devices (IED) developed for each bus 
are used for monitoring and controlling the microgrid model. 

TABLE I.  TRANSFORMER PARAMETERS [9] 

 T1 T2 T3 
Nom. Prim. Volt. (kV, L-L) 24 18 15.5 
Nom. Sec. Volt. (kV L-L) 230 230 230 

R1 (pu) 1.00E-10 1.00E-10 1.00E-10 
L1 (pu) 2.88E-02 3.13E-02 2.93E-02 
R2 (pu) 1.00E-10 1.00E-10 1.00E-10 
L2 (pu) 2.88E-02 3.13E-02 2.93E-02 
Rm (pu) 5.00E+03 5.00E+03 5.00E+03 
Lm (pu) 5.00E+03 5.00E+03 5.00E+03 

TABLE II.  LINE PARAMETERS [9] 

 Lines Between Buses 

4-5 4-6 5-7 6-9 7-8 8-9 

Length (km) 89.93 97.336 170.338 179.86 76.176 106.646 
R0 (Ω/km) 5.88E-1 9.24E-1 9.94E-1 1.15E+0 5.90E-1 5.90E-1 
L0 (H/km) 3.98E-3 3.98E-3 3.98E-3 3.98E-3 3.98E-3 3.98E-3 
C0 (F/km) 5.89E-9 4.88E-9 5.41E-9 5.99E-9 5.89E-9 5.90E-9 
R1 (Ω/km) 5.88E-2 9.24E-2 9.94E-2 1.15E-1 5.90E-2 5.90E-2 
L1 (H/km) 1.33E-3 1.33E-3 1.33E-3 1.33E-3 1.33E-3 1.33E-3 
C1 (F/km) 9.81E-9 8.14E-9 9.01E-9 9.98E-9 9.91E-9 9.83E-9 

TABLE III.  LOAD PARAMETERS [9] 

 Load 5 Load 6 Load 8 

Nominal Active Power (MW) 125 90 100 
Nominal Reactive Power (MVar) 50 30 35 

 

 

Fig. 1. Simulink Model of Microgrid 

B. Proposed IED 

IEDs can perform monitoring and protection functions. 
These devices enable real-time monitoring, fault recording, 
measurements, and the acquisition of oscillographic data. The 
use of IEDs adds additional functionalities to electrical grids 
[10]. PMUs are devices designed to measure the magnitude, 
phase angle, and frequency deviations of the positive sequence 
component of voltage and current with high precision and 

sampling rates. Due to their time-synchronized measurements, 
PMUs are highly significant devices for Wide-Area 
Measurement Systems (WAMS). They are used for detecting 
system anomalies and identifying potential issues [11, 12, 13]. 

In the microgrid Simulink model, electrical data at the 
buses is measured by three-phase current-voltage 
measurement blocks and PMU blocks. The proposed IED 
includes one three-phase current-voltage measurement block, 
two PMU blocks, one/two breakers triggered by embedded 
functions or relays, and mathematical blocks for power 
measurement. 

 

Fig. 2. Simulink Model of Proposed IED 

In the three-phase current-voltage measurement block, 
per-unit three-phase measurement values are transmitted to 
the PMU, which provides the magnitude, phase angle, and 
frequency values of the positive sequence components of 
current and voltage. Active and reactive power values are 
derived from the magnitude and phase angles. 

C. Case Data 

The data obtained from each bus consists of eight types: 
the magnitude of voltage, the phase angle of voltage, the 
frequency of voltage, the magnitude of current, the phase 
angle of current, the frequency of current, active power, and 
reactive power. In a 9-bus model, this results in a total of 72 
different data types. The PMU used in the Simulink model 
collects electrical data by 3.841 measurements per second. 

The dataset developed in this study includes forty-one 
scenarios consisting of normal operation scenarios, fault 
scenarios, and cyber-attack scenarios. Normal operation 
scenarios consist of five scenarios simulated in increasing and 
decreasing caseloads by 5% and 10% in addition to caseload.  
The fault scenarios include phase-phase, phase-ground, two-
phase, two-phase-ground, three-phase, and three-phase-
ground faults occurring in the generation and load sections and 
consist of a total of thirty scenarios. Cyber-attack scenarios are 
created by manipulating measurements. These manipulations 
include adding bias values, adding noise, and repeating data. 
Cyber-attack scenarios consist of six different scenarios. 

TABLE IV.  DATA CLASSES 

Classes Label Number Of Data 

Normal 0 11737 
Fault 1 11520 

Attack 2 11136 

 

The normal operation class consists of 11,737 data, the 
fault class consists of 11,520 data, and the cyber-attack class 
consists of 11,136 data. In each scenario, duplicate data was 
cleaned, and then the data was labelled and classified as "0" 
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for the normal operation class, "1" for the fault class, and "2" 
for the cyber-attack class. 

III. PROPOSED ANOMALY DETECTION                                         

AND ADVERSARIAL ATTACK FRAMEWORK 

A. Proposed Anomaly Detection System 

A Multilayer Perceptron (MLP) is a feedforward Artificial 
Neural Network (ANN) consisting of an input layer, at least 
one hidden layer, and an output layer. Feedforward operation 
refers to the process of transferring input information from the 
input layer through the hidden layer(s) to the output layer. 
During the feedforward operation, each neuron computes the 
weighted sum of the inputs, adds a bias term, and applies an 
activation function to introduce nonlinear relationships. The 
loss function, which represents the error between the model's 
output and the actual value, is calculated. Using this error 
value, the weights and bias terms are adjusted through 
backpropagation. 

The MLP can adapt to various types of datasets, learn 
complex relationships, and perform tasks such as 
classification and regression. These capabilities make MLP 
widely applicable across many fields. However, key 
drawbacks include its susceptibility to overfitting, the 
requirement for large datasets, and substantial computational 
resources during training. 

This study employs a Multi-Layer Perceptron (MLP) for 
anomaly detection. The model utilizes Rectified Linear Unit 
(ReLU) activation functions across its four hidden layers. To 
mitigate overfitting, 30% of the neurons are randomly 
deactivated (dropout) during each training iteration. The input 
layer comprises 72 neurons corresponding to the number of 
features, while the output layer consists of 3 neurons 
representing the number of output classes, with a Softmax 
activation function.  

B. Proposed Adversarial Attacks 

It has been demonstrated that many machine learning 
methods, including artificial neural networks, are vulnerable 
to adversarial examples [14]. Adversarial attacks aim to 
manipulate ML models by adding perturbations to real input 
data that are imperceptible to humans. 

Attacks are generally classified into three types: white-
box, grey-box, and black-box attacks. White-box attacks have 
full knowledge of the target model, including its architecture, 
parameters, and training data. In contrast, black-box attacks 
assume no knowledge of the model's internal structure, relying 
solely on input-output information. Grey-box attacks lie 
between white-box and black-box attacks, representing a grey 
area. They are considered a plausible attack model in real-
world scenarios [15].  

In this study, white-box attacks were conducted using the 
gradient information of the anomaly detection model. For 
grey-box attacks, it was assumed that input data and anomaly 
detection model output were known. Based on this 
information, a proxy model was trained, and its gradient 
information was utilized for the attack. In black-box attacks, 
perturbations with a maximum magnitude of ϵ were added to 
the input data. 

a) FSGM 
FGSM is a single-step method proposed by Goodfellow et 

al. in 2014 [14]. This method generates perturbations 

proportional to the gradient direction of the target model with 
respect to the input data, scaled by a factor of �. The generated 
perturbations are added to the original input data, causing the 
target model's outputs to be altered. 

��
��� = �� +  � × ��
� �∇����������, ����             (1) 

 
In Equation 1, �� represents the actual inputs, ��  denotes 

the labels of the input data, ������ corresponds to the model's 
output. ∇�� , is the gradient of the loss function ��·� and 
��
��·�  is the function that computes the direction of the 
gradient [8]. 

b) MI-FSGM 
MI-FGSM is an iterative method proposed by Dong et al. 

in 2017 [16]. This method incorporates momentum into the 
iterative process of the attack, effectively determining the 
gradient direction and generating efficient perturbations. 


��� = � × 
� + ∇ �!�"#���,$
%&'�,(��

)∇ �!�"#���,$
%&'�,(��)*

               (2) 

 

��,���
��� = ��,�

��� + +
,  × ��
��
����                     (3) 

 
In Equations 2 and 3, μ represents the momentum decay 

factor, ‖·‖�  denotes the �� norm, �  is the perturbation 
magnitude, ∇�� , ��·� is the gradient of the loss function and 
��
��·�  s the function that computes the direction of the 
gradient. Additionally, 
. = 0, ��,.

��� =  �� and ��,,
���  refers to 

the adversarial sample generated after 0 iterations [8]. 

IV. EXPERIMENTAL RESULTS  

The accuracy, precision, recall, and F1-Score values of the 
MLP model used for anomaly detection are presented in Table 
IV and V. These metrics illustrate the performance on Test 
Data (no perturbation), FGSM White-Box Attack, FGSM 
Grey-Box Attack, MI-FGSM White-Box Attack, MI-FGSM 
Grey-Box Attack, and Black-Box Attack.  

In Table V, the attacks were conducted with � = 0.05, 
while in Table VI, the attacks were performed with � = 0.1. 
The performance of the anomaly detection model is visualized 
in Figures 4 and 5. 

The evaluation of the MLP-based anomaly detection 
model under attacks with ε=0.05 revealed that the FGSM 
White-Box Attack reduced the model's performance by 
29.35%-34.04%, FGSM Grey-Box Attack by 17.63%-
19.65%, MI-FGSM White-Box Attack by 33.84%-40.54%, 
MI-FGSM Grey-Box Attack by 20.85%-24.16%, and Black-
Box Attack by 1.44%-1.51%. 

TABLE V.  ADS PERFORMANCE AT ADVERSARIAL ATTACKS 

4 = 5. 56 Accuracy   Precision Recall F1-Score 

Test Data 0.9814 0.9823 0.9814  0.9815 

FGSM White-Box Attack   0.6934 0.6893 0.6934 0.6474 

FGSM Grey-Box Attack   0.8011 0.8091 0.8011 0.7886 

MI-FGSM White-Box Attack   0.6493 0.6215 0.6493 0.5836 

MI-FGSM Grey-Box Attack   0.7654  0.7775 0.7654 0.7444 

Black Box-Attack   0.9673 0.9675 0.9673 0.9674 
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Fig. 3. ADS Performance at Adversarial Attacks (�=0.05) 

Similarly, when evaluated under attacks with  
� = 0.1,  the model exhibited a performance reduction of 
39.57%-49.54% under the FGSM White-Box Attack, 
34.66%-40.99% under the FGSM Grey-Box Attack, 56.97%-
65.70% under the MI-FGSM White-Box Attack, 43.65%-
50.64% under the MI-FGSM Grey-Box Attack, and 3.74%-
3.77% under the Black-Box Attack. 

TABLE VI.  ADS PERFORMANCE AT ADVERSARIAL ATTACKS  

4 = 5. 7 Accuracy   Precision Recall F1-Score 

Test Data 0.9797 0.9808 0.9797 0.9798 

FGSM White-Box Attack   0.5920 0.4949 0.5920 0.4945 

FGSM Grey-Box Attack   0.6401 0.6288 0.6401 0.5782 

MI-FGSM White-Box Attack  0.4216 0.3135 0.4216 0.3361 

MI-FGSM Grey-Box Attack   0.5474  0.5527  0.5474 0.4836 

Black-Box Attack   0.9431 0.9438 0.9431 0.9432 

 

 
Fig. 4. ADS Performance at Adversarial Attacks (�=0.1) 

This study highlights the vulnerability of MLP-based 
anomaly detection models in microgrids to adversarial attacks. 
Experimental results indicate that white-box attacks were 
more effective than grey-box attacks, whereas black-box 
attacks had a considerably limited impact. Moreover, the MI-
FGSM method led to greater performance degradation 
compared to the FGSM method. Additionally, increasing the 
perturbation magnitude resulted in a noticeable decline in the 
model's performance. 

The findings highlight the need for more robust anomaly 
detection mechanisms to enhance microgrid security. Our 
future research will focus on developing robust ADS models 

that can withstand adversarial attacks while improving 
detection accuracy under various threat scenarios. 
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